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(Classitication)
Headquarters
Location
Date
STANDING OPERATING PROCEDURES
HOSTAGE SITUATIONS
1. GENERAL

a. Purpose. The purpose of this standing operating procedure (SOF)
is to outline policies, procedures and considerations to be utilized
in developing viable courses of action in dealing with hostage situ-
ations directed against US Army personnel, installations and activi-
ties under this command. It is equally applicable to hostage situa-
tions inside the confinement facility as well as in any of the other
command activitiesgs.

b. Conformity. This SOP represents an unified command approach in
dealing with hostage situations. Supporting plans will be approved by
this headquarters prior to publication.

c. Mission. The mission of the control force in vriority is:

(1) The

(2) The
participants,

(3) The
(4) The

safe release of the hostages,
protection of the lives and well being of all affected

apprchension of the hostage-taker(s).
protection of property and equipment.

2. CCMMAND AND CONTROL

a. No change in existing command relationships with the following
exceptions:

(1) The Federal Bureau of Investigation (FBI) exercises overall
direction for hostage incidents designated terrorist incidents. This
command retains, however, actual command and operational control of
the troops. In all other hostage incidents this command assumes full
responsibility for direction, command and control.

(2) The Provost Marshal is designated hostage site field com-
mander directly responsible to this headquarters. Forces under the
operational control/command of the Provost Marshal will be augmented
as necessary by this headquarters by placing additional forces with
organic command and control elements under operational control of the
Provost Marshal.

b. Command Posts.

(1) The emergency operations center (EOC) will be opened under
the control of the Chief of Staff. Knowledgeable representatives
from the following agencies will be assigned to the EOC to advise and

(Classification)
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(SCP~-Hostage Situations)

coordinate on as needed basis. Sufficient representation should be
available to insure against fatigue during a 24 hour-a-day operation
over an extended period of time.

(a)
(b)
(c)
(d)
(e)
(£)
(g)
(h)
(1)
(J)
k)
(1)
(m)

Provost Marshals Office

staff Judge Advocate

Directorate of Security

Directorate of Facilities Engineering
Office of the Comptroller

Directorate of Plans and Training
Medical Department Activity

Public Affairs Office

Directorate of Personnel and Community Activities
Transportation Division

Criminal Investigation Detachment
Directorate of Communications-Electronics
Directorate of Industrial Operations

The Chief of Staff will also insure adequate facilities are available
to accommodate representatives from the Federal Bureau of Investiga-
tion, Department of the Army, Department of Defense, Justice Depart-
ment, State Departinent, invited advisors (where appropriate), and
representativesa from State, County, Municipal, and host Country law
enforcement. The Chief of Staff will further tailor the EOC to insure
that only representatives who are actively engaged in advising and
coordinating are actually present in the EOC. All others will be on a
standby statug.

(2) The senior member of the agencies precviding representation
to the EOC are assigned to a special advisory group (Think Tank) to
the commander. The Think Tank will meet at the call of the commander
to brainstorm courses of action.

(3) The Provost Marshal, as field commander, will establish a
field command post in the vicinity of the hostage site. This command
post will be kept austere with augmentation being provided by the EOC
as the situation dictates.

c. Liaison and Coordination. The EOC will be the focal point for
all liaison and coordination.

d. Communications-Electronics. A dedicated FM frequency will be
used between the field command post and the EOC. Land line communica-
tions will supplement FM ASAP. As a minimum, a second dedicated FM
frequency will be agsigned the field commander to communicate with the
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(SOP-Hostage Situations)

control force. The Military Police operational net will not be used
for this purpose after the Field Command Post is established. Maxi-
mum use of larid line communications will be made at the EOC.

¢. Orders, Reports, and Distribution. Each representative in the
EOC and Field Cemmand Post will keep a written log of the activities
pertaining to each particular specialty. The Chief of Staff and the
field commander will maintain a master log which will summarize the
activities contained in each representative log. Maximum use of pho-
tos, magnetic tapes, video tapes and sketches will be made to sup-
plement the logs. Each new relief in the ECC and the Field Command
Post will thoroughly familiarize themselves with the activities of
the previous two shifts prior to the old relief being released. Think
Tank procedings will be tape recorded and a written summary of the
procedings will be prepared by the Secretary General Staff. Summaric-
ed logs and Think Tank procedings will be reviewed by the communder
and each EOC shirft, and then returned to originating agency for file.
After termination ot the incident all documents with rhotos, tapes,
etc. will be forwarded to the Staff Judge Advociate for legal action.

3. COORDINATION OF TACTICAL AND TACTICAL SUPPORT OPERATIONS

a, Intelligence. The Directorate of Security representative in the
EOC will coordinate all intelligence activities. As a minimum, he is
responsible for acquisition, interrogation, debriefing, examination,
processing and dissemination of intelligence. Other EOC representa-
tives will respond to the Directorate of S2curity representative in
these activities.

(1) Reconnaissance and surveillance. Ground and air reconnais-
sance will be made of the hostage site as needed. Maximum use will be
made of photography and listening devices.

{2) Released hostages, bystanders, friends and relative of hos-
tages and hostage-takers. Detailed interrogation and debriefing will
be conducted to determine the essential elements of information (EEI)
(see (10) below).

(3) Records. Personnel, medical and criminal records of the
hostages and hostage-takers will be examined if available. Liaison
with other agencies and/or installations is authorized.

(4) Documents. All notes, messages, etc. emanating from the hos-
tage-taker will be analyzed. The Directorate of Security representa-
tive will insure that all logs from other representatives are read
for possible intelligence value.

(5) Technical Intelligence. All tangible items assoclated with
the situation will be inspected, if available, for possible intelli-
gence value. Care will be taken not to destroy evidence value of

(Classification)
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material inspected.

(6) Maps, photographs, and terrain models. A small scale map of
hostage site will be maintained, supplemented by photos of the area.
Bullding floor plans of hostage site and adjacent buildings will bte
posted. Be prepared to develop a three dimensional terrain model of
the site on order.

(7) Weather. Up-to-date weather situation and forecasts will be
kept posted.

(8) All Source Intelligence. Intelligence gathering will not be
limited to the sources outlined above. Additional sources of intelli-
gence will be exploited as appropriate.

(9) Counterintelligence. Proposed counterintelligence measures
will be coordinated with the staff of the EOC and must be approved by
the commander.

(10) Essential elements of information (EEI).
(a) Identity of hostages and hostage-taker(s).
(b) Motivation of hostage-taker(s).
(¢) Inteation of hostage-taker(s).
b. Operations.

(1) Fire Support Coordination. The Provost Marshal is responsi-
ble for fire support coordination at the hostage site. Firevower con-
trol is esgential! No fires will be authorized without the approval of
the Provost Marshal unless the prerequisites for the use orf deadly
force are met. These prerequisites are:

(2a) For protection of own life.
(b) For protection of lives of others.

(c) For protection of specific property designated by the com-
mander as being vital to public health or safety.

Firearms are not authorized to be used to prevent offenses which are

not likely to cause death or serious bodily harm, ner endanger public
health or safety. The burden of proof as to whether fires were autho-
rized rests with the individual fi:ring.

(2) Security. The hostage site will be contained using two cor-
dons. The inner cordon will be manned by military police. No one will
be allowed within the inner cordon without permission from the com-
mander. The outer cordon will be manned by the augmentation unit. Only
military police in uniform and personnel on the access list will be
allowed inside of the outer cordon. The inner cordon will be of such
size that it does not allow the hostage-taker mobility. The outer cor-
dorr will be of such to prevent innocent bystanders from getting injured
or killed or from interfering with the activities at the hostage site.

(Classification)
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The Provoat Marshal has responsibility for and will exercise command
operational control over both cordons.

(3) Development of the Situation, Once the lsolation of the area
is completed, communication will be opened with the hostage-taker.
Communication should be non-threatening. The demands of the hostage-
taker should be ascertained, No demands sheuld be conceded to or re-
Jected but muut be reported to the EOC. The person initinlly opening
communication will be selected by the Provost Marshal. He or she
should be emotionually mature ond able to think clearly under stress.
A trained negotiator from the CID may replace the original individual
as the gituation progresses,. Means of communicuation will be dictated
by the situation but the following means should te used in priority
if practicable:

(a) Fleld telephone.

(b) Commercial telephone.
(c) Squad radio,

(d) Fublic addrese set.
(e) Bullhorm.

(f£) Unamplified voice.

If means (d) or (e) are selected the outer cordon should be peositioned
so that cemmunications cannot be heard beyend the outer cordon. No
assumptions will be made (see paragraph 3d., Special Considerations).
All efforts will be expended to obtain facts which will be submitted
to the ECC for consideration and evaluation. In this phase delay tae-
ties will e used in order to evaluate the situntion and to rormulate
a primary course and alternate courses of actlon.

(%) Army aviation operations. The Aviation Officer will alert
and have on standdby one fixed wing alrerart, one light observation
helicopter and one utility helicopter. Utilization of these craft will
be as dictated by the Chief of Staff.

(5) Chemieal operations. The Chemiecal Officer will advise en the
use of non-lethal gasg in the situation. He will coordinate with Edge-
wood Arsenal nnd other research and advisory agencies to determine
types of agents avallable for use and application procedures.

(6) Engineer operationg. The Director of Facilities Engineering
will identify engineer equipment available both on and off the instal-
lation which may assist in ending the situation. He will alert the
Fire Department for possible uge in the situation. He will provide the
Director of Security with appropriate maps and building floor plans.

(7) Communications-electronics operations. The Director of Commu-
nications-Electronics has overall responsibility for communications of
the Field Command Fost and the EOC. He also has responsibility to pro-
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vide equipment for establishing communications with the houstage-taker.
Ho wi'll alro provide clandestine listoning devices and dovices to re-
cord the oventa for latter prosecution and leuasons learned,

(8) Military police cporations. The Provest Marshal will nsure
that there are a minimuf of throe hpuL;Jl Roaction Teamua (SKRT) avall-
able trained in acceordance with the procedures outlined in FM 19-15
and FM 19-10, Theuse toamg may be used to man the inner corden. tnly
one team ne2d be on duty at one time.

{(9) Direoctor of Peruaonnel and Community Activitiea (DPCA) opera-
tionsz., The JFCA will have avalladle a minimum of three negotiotora,
trained in criasls intervention teciniquea (ave nimex A for Seicction
Criterin), *‘ov will be used ag a negotiating temn; all availadle 24
hours a day. Individual negotintors will not be uused on geparate shitts
I the commn:;cn{or solocted Ly the Frovoust Marshal hag doveloped rap-
port with <he hostago=-taker, there may be no need to veplace him or
her. (nly L0 1t appears that a trained negotintor will tormin\to the
gituation sooner will the negotintor take ovor tho communicnti on, IOV
tiation tasks. e negotintor will be the primary negetintor, 7 \o
othor two will agsiast in developing patterns of questions, unnly:u t
ontire situation, communicate with the commnid pogt, menitor the pri
mary neyotiantor's meood, plin negotiating atrategy. protect apainst

fatimie of the primary negotiator, and ake over the miasion of primary
' negotiator should the primary negotintor be unsucceasastul in estabdlich-

Ing rappor-t, Cniceo a negotiator haa eatadbhlisghed rapport with the hostage-
taker he or she should not bYe replitced except for cause,

he

vt

(10) T™hink Tank. (Alse sece annex 8, Yralnstorming.) The senior
wimboera 0of the agenciea providing representatieon to the FOC are asulge-
od to a specinl advisory group (Think Tank). The Think Thank will beain-
storm the situation to recommend coursen of action, F\Lh member o
free to offer wolutiona to the woblem without rear criticionm sivee
A tar-cut” solution may triggux nNoworkadble tdea rvom somoone olae in
the group. The emphagsis ts on quantity rather thian on quality. The
Think Tank will meet on the enll of e commander, The membora of the
Think Tank are froe o lnvite subordinates to the counions 1 that aub-
ordinate has more in=depth knowledge of a sognent of tho prodlem than
does the senlor member. Fricr to introducing subordinates into the
sosgion, the senfor member will inmire that the subordinate is know-
lodgeadle of discusciona in provious zessions. The Secretary General
Starfr \u~) will arrange for an upproprinto meeting place and act as
rocordv" for all sesalona. A written summary will be prepared or all
secstony,

(11) Pudlic intormation. (Also see paragraph 3d (L) (n)) The pudlic
affairs orffice repren vnrd’tvo i the Y00 has responsibility for the
public ¢n ormation proxeam. The proguram will be guided by AR 3eo-s
with the fellowing wddltxcn\l conntderations

(a) Dublicity may de the hostago-taker*s desire and on roceiv-

(Claszifriention)
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ing publiclity may injure or kill the hostages. This may be especlally
true In situations involving terrorists.

(b) Fubliclity may revenl control force tactlcs to the hostage-
taker.

(¢) Simply refusing information to the news medla may cause
roporters to tther infermation from less rellable sources and publl-
clzo Inaccurate Information, .

(d) Allowing news media personnel to communicate directly with
the hostage-tuker may aggravate the situation.

{e) Heanlthy news media relatlons are baged on mutual trust.
Truat 1s not bullt up in a short period of time. It is incumbant on
the public uffairs office to conduct an ongoing program te build trust
so that when the command is faced with a erilasis asituation, this trust
enhances cocperation with thlis command., It ia also important so that
the local medla convey this trust to the natienal media should the lat-
ter send representatives to the scone. The national media is more
likely to cooperate 1f asked to do go by thelr own contemporaries than
if requested by the pudlic affalrs offtice.

(¢£) Nows media driofings should be held at a location other
than the EOC.

(£) All members of the contreol foree must be familiar with
those considerations should personal Interviews of members ot the ceon-
trol force tecome necessury.,

¢. Tochniquea,

(1) Courses of actlon. No single course or action will be con-
sidered ns a standard course of actien ercept that nermally lescer
force options will be exhausted begfore escalating to more severe force
options. Courses of action in inereasing orvder of rorce are:

(a) Contalnment.-Igolate and wait,

(b) Negotiatlion.

(¢) Cutting off utilities,

(d) Denial of food and water. a

(e) Drugged food.

(f) less lethal weapons,.=Water, tasen, stun gun, drugs, sound,
otc,

(g) Use or police type dogs.

(h) Gas,

(1) Fire by selected marksmen.

(§) Assault.-See FM 19-15 and ¥ 19-10, Special Reaction Teans,
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(k) Full flrepower,

These courseg of action neod not bYe used alone. For instance, contain-
mont and negotiations would normally te used tegether as would gis and

ssaulet, Courses of action will be determined by the commander with re-
LC rmondations rrom the Think Tank.

(2) Tactic Assuming a hostage situation of major proporvions,

.
the following actions w‘ll ba taken.

RESPONSE FHASE - Action taken bty the control force upon init-
tial notification orf exlstance of a houstage situation.

(a) lsolaze the area.
(d) Egtadlish modilizatieon polint

(¢) Establish ield command post,

s
-
-~

(d) Evacunte unaffected bullding cccupants

(o) Roater reinforcements, assign mlssions and estadlis

communicationa,
(r) Estadlish inner and outer cordeons.
(£) Request ambulance and medical support.
(h) Request hostage negotiator.
(1) Rogquest reinforcements,
(J) Estavlish crowd centrol.
(k) Mailnealin fivepower control.
(1) Request special reaction teans,
(m) Request firefighting support.
{(n) Acsivate the EOC.

CONSCLITATION FHASE - Action faken by the control force after
Initial response is made,

(a) Tstadlish ildentity of hostage-taker and hostages.

(b) Estadlish communications with hestage-taker,

{¢) Question bullding cccupants and escaped or released hos-
tages,

(d) Chtalin dulilding floor plans,

(a) Question acquaintances of hostage~taker and hostages.
(£) Develop assauit plan,

() FPoattion selected marksmen and s grenadiers,

(h) Estadlish Think Tank.

lassification)
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(1) Cetermine logistics requirenents and sources,

(§) Satadlish control force rotation plan,

() Rehtearse assault plan,

(1) Notify other arfected agencies (FRI, Host Country, HQ,
ete.)

VOVFMENT PHASE - 14 moverment s allowed for tactical or psy-
chological advantago.

. The route should be free o0

(a) Select movement route
R tions and not pags through high tension areas

al eduservation obs
t+a, darrio, ete. ).

1*
h

erd
she

—

(b)) Secure new location,

0y

(¢) Select appropriate transportation for hostage-taker and
nostiges, Select a vehicle which would neccessitate the greatest num-
bor ot hostuges to be lefrt dehind. The venlcle could also be cuttfit-
ted with an ismition or gas cut-of?y swlteh and/or a "beeper”™ to allow
for electronic tracking and detection,

{d) Clear and secure movement route. Traffic control and VIP
protection measures should bde taken, (See ' 19-10,)

(o) Notlry respensidle jurisdiction(s) at unew site and aleng
movement route

(£) Secure o

B nal lecation (erime scene) after move. Pre-
gerve evidence and g NG

genca.,
or alr survelllance.

(h) Convolidate new location after move {(le, repeat consolida-

\(\

~

i ¢ ia imposusidle to fores
adle eve AR to rrovide contd
dach event., Fovr this reason this SOF iy configured as a v
conslderations., Intelligent application hese considerat 3
the use of the Think Tank will enhance the vousidility of a succeas-
Nl ocuteceme of the situation. In addition to the operational techni-
ques outlined adove the fellowing special conuluerations will be ad-
hered to.

(1) Assumptions. Normally no assumptions will Ye made of the

.

v
—
e
1

2 S,

po1

poe :i [
poe
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-
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.
.
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specific fots in a hestage situation., ¥ach element of ingormatieon will
e verified and analyzed terore bdeing acted upon. There are two assump-
tiona, however, that have bteen verified in field practice and that tend
to apply in a greater or lesser degree in all hostage situaticons, They
asste s

{(a) Time is on the side of the controel force, Frolonging the
sttuntion ror days and weeks through constructively stalling o time
rroduces advantages for the control force. These advintages are:

ey
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L. Intelligence. The longer a siturtion is prolonged the
more intelligence can be gathered on the actors, location, motiva-
tion, etc.. .

- 2. Anxiety reduction. The passage of time generally serves
to reduce anxiety thus permitting the felon to assess the situation
rationally.

3. Escape of hostages., It ig possible that one, some or
all of the hostages may find a way to escape on their own with the
passage of tire. .

L, Exhaustion. With time the hostage-taker may tire or fall
asleep which will allow a peaceful resolution of the situation,

S. Reduction of resolve., The necessary resolve to kill and/
or hold out disintegratesgs with time,

6. Mistakes. Time allows the hostage-taker an opportunity
to make mistakeg which an alert control force can capitalize on.

7. Transference (Stockholm Syndrome). People when faced with
a common crisis situation tend to build up positive relationships with
each other. This is true in hostage situations even though one of the
parties has caused the crisis. This positive relationship builds with
time and makes it more and more unlikely that the hostage-taker will'
kill or injure the hostages. This feeling may become so strong that
the hostages view the hostage-taker as their "protector” from the con-
trol force. If the hostages seem to side with the hostage-taker
against the control force, this should be considered normal and in no
way emoticnally effect the judgement of the control forces. In a mi-
nority of cases, one or more of the hostages may build up a negative
relationship (counter-transference) with the hostage-taker. This
could lead to one hostage being killed while it remains unlikely +hat
the remaini.ig hostages will be injured. This possibility should be
considered in determining courses of action after a hostage is killed.
The best arrangement for transference is when a male criminal holds
female hostages, there are no conversational difficulties between thenm
and the sgocial differences are slight.

(b) A hostage-taker's initial demands may not be what finally
motivates him to surrender. The demands made by a hostage-taker should
not be considered the sole ‘Xey in ending the situation. For instance,
a skyjacker whose initial demand was for a huge sum of money, para-
chutes and escape Tirally surrendered when offered plastic surgery to
reduce the size of his nose. Another felon released his hostages and
surrendered when police offered to fly his mother into the city for a
reunion. Determining the real motivation is an investigative process
utilizing all the sources outlined in intelligence above and by per-
sonal communication with the hostage-taker. The negotiator must not
cnly be aware of what the hostage-taker is saying but also of how he
is saying it. Subtle nuances in inflection and emotional leval may be

{(Classirfication)
10

C W ..;::\‘1* > n'_"




eyt .

(Classificaty )

(SOP-Hostage Situations)

the key to his motivation. If face-to-face negotiations are entered
into, body language and other non-verbal communication may provide
additional clues. In cases where one or more hostages have been ro-
leased during the siege. they should be questioned as to what they
think the real motivation is for each one of the hostage-takers.
Motivation may vary between multlplg hostage-takers. Released hogs-
tages should also be questioned about specific comments made and
conversations held with the hostage-takers so the investigator can
form his own opinions as to motivation.

(2) Typologies. There are three types of hostage-takers. The
first is the professional criminal, the second the mentally troubled
and the third is the terrorist. The distinction is important to make
because difrerent techniques are used on each.

(a) The professional criminal. The professional criminal
(dysocinl offender) is a mentally stable individual with normal goals
and motivations who uses crime instead of legal means to meet his
goals. He turns into a hoatage-taker whea caught in the process of
another crime in an attempt to gain his freedom. This type of hostage-
taker is generally considered the least difficult to deal with ag he
exhibits rational behavior. The negotiations can be businesslike with

limits of negotiable itemg specified. The negotiztci should get some-

thing in return for every concession made.

The

primary aim is

cure the releage of the hostages in return for

conces

ssions,

to se-
however,

even good will in exchange for cigarettes, for example, is conhidercd
a return. A show of force by the control torce will display the dis
parity in strengths and weaken the hostage-takers resolve and u"ually
lessen his demands. No emotion should be displayed by the nLgotlntor
thus emphasizing contral force strength and bringing into realication
the futility of the hostage-takers position. Face-saving measures may
Le suggested in order to secure a gurrender. It must be remembered
that the professional criminal has normal human desires, the will to
live being one of the strongest.

{b) The mentally troubled. For purposes of this plan the men-
tally troubled are sub-divided into the neurotic, the psychotic and
the psychopath.

1. The neurotic. The neurotic suffers intense anxiety de-'
pression and inner conflict. He is guilt ridden and feels inadequate.
He usually represses his hostility but may "explode” into anti-socidl’
behavior. The neurotic has not severed contact with reality and is
not considered insame. The negotiators primary mission with a neurotic
is to lower his anxiety level and develop rapport with him. Indicate
that the control force is here to help but do not talk down or con-
descendingly. Keep a Iow profile. Do not make threats or set time
limits. Let the necurotic vent his feelings and frustrations. Do not
offer speclfic solutions especially at the initial stages. Repeat
back what the neurotic has just said to insure that you understood it
correctly and to cause the neurotic to elaborate. The overall techni-
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que- Is to keep the situation as calm as possible. When rapport has
been. established suggest that he would gain much respect In the eyes
of the public if he allowed the hostages to go free unharmed.

2. The psychotic. The psychotic ig insame. He has lost
tanch with reality and may be suffering from hallucinations or delu-
sipns. The psychotic does feel guilt dut withdraws. from frustration,
He may exhibit alternating depression and exaltation. He may have no
insight into the nature of hig behavior. The negotiators task in
dealing with a psychotic is to approach the situation as a friend try-
ing to help solve the problem the psychotic has gotten himselt into.
Develop rapport and allow transterence to build up. Be prepared for
bizzare behavior but do not allow yourself to get emotional. Keep the
psychotic: talking, allowing him the oppertunity of developing non-
violent solutions to the problem. Address only subjects that the psy-
chotic brings up as until his background is investigated, as a new
subject may trigger him intc violence. Be sensitive to the time when
the psychotic returns to reality and tends to exhibit gullt. At this
time specifics about the hostage situation may be discusged but care
must be exercised that the psychotic is not pressured into btreaking
contact with reality again. As in the case of the neurotic, control
force should keep a low profile and all actions should te pnon-threat-
ening and supportive of him as a perscn.

3. The psychopath. The psychopath is not insane and, in

. fact, is not mentally ill. He suffers from a character disorder which,
built up over his lifetime, leaves him guiltless and unable to build
up bonds of love. He has little anxiety over his situation and is self-
centered. His desires are primitive but he has excess energy and can
learn and do more than his contemporaries. Not all psychopaths e
criminals. Many successtul businessmen and proressicnuls exhibit psy-
chopathic tendencies. The psychopath disdains authority and will try
and is capable of outsmarting authority. Even though it may appear
that the psychopath has developed transference with the hustages or
the negotiator, it is impossidble that the pure psychopath can develop
any feelings toward others. The negotiator should expect the psycho-
path to lie in a convincing mamner. The psychorath will derive plea-
sure out of keeping the control force at bay and in outsmarting author-
ity. It is unlikely that the paychepath will surrender voluntarily un-
less he sees a short range advantage in doing so. Usually he exhibitn
no long range plannln§ but operates on irresistable impulse. The con-
trol force must contailn the psychopath, communicate with him and capi-
talize on his mistakes. The more forceful courses of action muat be
carefully planned and rehearsed.

(c) The terrorist. The element that separates a terrorist rrom
the other types of hostage-takers iz his "cause®., The cauge is usually
political in nature and the sgpecirfic demands are made upon the duly
constituted government to further that cause. As in the other typole-
ghes, the hostages are merely a tool to guin btargaining power. The
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diffevemce 1s that the terrorist fully realizes the role of the hos-
tages and is less likely to be subject to transference. He may not,
howe#er, be able to control the human dynumics of the crisias situa-
.c%ion and, over a long period of time, actually be subject to trans-
ference. There will be a varying level of devotlon to the cause In
different terrorist incidents. There willl also be a differing level

of devotion between multiple hostage-takers at the same incldent.

The control force must lower the terrorists commitment to his cause

to the point where he is no longer willing to give up his own life

for its furtherance. This will take an extended period of time and
will take the cooperation of the news medla. Terrorist philosophy
views sacrifice without the cooperation of the press as useless. Loss
of life in order to become a martyr, however, 1s an acceptable price
to pay. Terrorism is psychological war,., It strives to polarize the
population against the legally constituted government. The control
force must "depoliticize" the situntion. The terrorist must be made

to realize that the couniry sees this situation not as terrorists
against the government but as criminal gunmen against innocent civi-
lian hostages with the government playing the benevolent role of pro-
tecting everyone involved. Since the terrorist will not believe the
control force that the latter is the populations perception, the news
media must cooperate. Terrorists are more likely to believe what they
see in print or hear on TV or radio. This stratesgy must be communi-
cated to the news media in order to solicit their cooperation. Access
of the media to the terrorist and vice versa must be strietly control-
led. Although media access ls not non-negotiable, each request will bte
evaluated on its merits. Each demand made by the terrorigts will be
disected into its subcomponents and negotiations will deal with the
subcomponents. For instance if prisoner releage is demdnded, deal with
each priscner as a separate negotiating point. If money is demanded
attempt to determine what use the money will be put to and determine
1f a lesser amount will be satistactory. (nce concessions are made by
the terrorists a dissolution of his resolve is indicated and the nego-
tiations can enter a more frultful stage. Each demand will be present-
ed and publicized as benefiting the terrorist personally as a criminal,
not beneficial to any significant segment of the world population.
This tends to deny the terrorist his "cause" and erodes his resolve.
Pubiicizing denouncements from the public or other groups or indivi. a
duale also involved in similar "causes" will further help to erode :
resolve. During negotiations, the control force will play the role of

the arbitrator between the people and the terrorist/criminal. 1t will

not play an adversary role against the terrorist/eriminal. News media

and ccntrol force presence and actions should te low key. This denies

the terrorist one of his most potent weapons - sensationalism,

(d) Mixed typology. Very seldom will the control force face
a pure type of hostage-iuker. A professional criminal can also de a
psychepath. There is only a fine line separating a neurotic trom a
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psycnotic. The terrorist may be a soldier of fortune, a psychotic or
both. To determine the typology the negotiator must amass all the
informaticn he can. This with the 1ntell1gence collected will be fed
to the Think Tank for evaluation. The Think Tank must help the nego-
tiating team develop strategies for continuing negotiations.

(3) Negotiations. (Also see annex A - Negotiator/Negotiations)
All demands trom the hostage-taker will be reluyed to the EOC. The
commander, with recommendations from the EOC and Think Tank will make
final approval/disapproval/modification of all demands. The following
demands are non-negotiable:

(a) Weapons of any kind. This includes firearms, knives, ox-
plosives, and any material which could bte made into a weapon. The hos-
tage-taker could be armed with a bogus weapon so negotiating weapons
would only arm him.

(b) Additional or replacement hostages. A hostage-takers bar-
gaining power goes up with the number of hostages and also the preg-
tige of the hostages he holds. There is also the problem of "trading-
up”. Trading an officer for a enlisted hostage theoretically could
lead to a final trade of the commander-in-chief for the chief of starf.
The dillemma is; at which level does the control force stop trading-
up? This delimma is not faced if additional or replacement hostages
are non-negotiable, Furthermore, the new hostage will not have had
enough time to build up transference with the hostage-taker and is more
likely to be injurea than the hostage he was traded for.

The ultimate success of the negotiator is to secure the release of the
hostages without making any ccncessions. Since this may prove to be
impracticable, the mission may be gtated as securing the release of the
hostages while giving as small concessions as possible. Small conces-
sions are defined as providing cigarettes, medicine, food, utilities,
television, radios, etc. Major concecsions are defined as amnesty, im-
munity, freedom, transportaticn away from hostage site, monetary ran-
some, freedom of government prisoners, etc. Concessions that rall be-
tween small and major are drugs, alcohol, and access to the news media.

The control force must keep in mind that concessions, especially im-
mediate concessions, raise the expectations and commitment of the hos-
tage-taker. Concessions on major demands will raise expectations and
commitment more than concessions on smaller demands.

(4) Hostage-taking deterrents. There is only one deterrent to
crime of all types. That deterrent is speedy and sure apprehension,
trial and punishment. Of lesser validity is the theory that control orf
the news media and good faith bargalning reduce and lessen the impact
of future hostage situations.

(a) News media. (Also see paragraph 3b.(11)) Flamboyant and
extensive portrayal of hostage situations through the electronic and
printed news media tend to xn;reave future hostage situations through
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the contagion effect. This is especially. true of inadequate personali-
ties who see a hostage situation as possibly the only time in their
lives that they will be known regionally, nationaliy or even interna-
tionally. This is also true of terrorists who need the news media to
carry out their propaganda. Control force policy with regard to the
news media isgs

1. The freedom of the press will not be abridged.

2. Properly identified news reporters will have freedom
: of movement so long as they do not interfere with the mission of the
control force. The decision as to what constitutes interference with

the mission will be made on a case-by-case basis by the commander.

3. The control force will work with and not against the

'

news media,
L4, Prior to granting news media interviews with the hos-

tage-taker, the reporter will be briefed as
tal state of the hostage-takers, the status
areas which are sensitive and should not be

t0o the situation, the men-
of the negotiations and
discussed. The reporter

will also be required to outline his specific questions and the manner
in which he expects to present them. The commander then decides which
areas/questions would constitute interference with the mission and a
final interview format will be approved by both the commander and the
reporter. Negotiators will be on hand during the interview to advise

. the reporter and also to cut communications should the reporter violate
the agreed upon format,

5. Cooperation will be solicited with the news media in
order that their portrayal of the incident contribut. to the success
of the mission. Specifically the news media will be asked to downplay
some aspects and play up other aspects of the case. They will be ask-
ed to portray terrorists as criminals rather than as heroes. They
will Le asked to temporarily suppress some news.

(b) Good faith bargaining. Promising concessions, then fail-
ing to live up to the concessions promised can destroy control force
credibility for the next hostage situation. With the extent of publi-
city  and interest that hostage cases receive it may be reasonably
assumed that most people, especially potential hostage-takers, are
familiar with the record of good or bad faith bargaining exhibited by
the control force. As a general policy the control force will nego-
tiate in good faith only. Only in extreme cases and with the approval
of the commander will Machiavellian strategies be used. These include
but are not limited to the "knowledge bluff", "bluff-on-a-split-pair",
"mutt and jeff", "stigmatized persuader”, and the "overheard communi-
cation". Since all concessions will be granted in good faith, it is
imperative that concessions be carefully evaluated prior to being
grantad. Every attempt will be made to get the hostage-taker lessen
his demands to the level that the control force has authority to grant
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and to the level that this command can tolerate.

(5) Outside influences. Outside influences can have a deroga-
tory efrect on the outcome of a hostage situation. The role of the
news: media as an outside influence has already been discussed. Other
possible outside influences must be identified and controlled. As a
minimum consideration will be given to temporary termination of the
reveille/retreat canncn and use of sirens in the vicinity of the hos-
tage gite. Crowds must be controlled so as not to influence the situa-
tien. Planned, non-routine events such as parades, ceremonies, athle-
tic events, etc. must be analyzed to determine their effect on the
hostage situation. Intelligence will dictate other counter-measures
to outside influences. For example, it may be determined that the hos-
tage-taker has access to Citizens Band or FM radio, -therefore jamming
and or intercep: may be determined a viable course of action. Consid-
eration should also be given to the control of airspace in the vicinity

{ the hogstage site.

4, COORDINATICN OF TACTICAL SERVICE SUPPORT OPERATIONS. Under this SOP
there will be no changes to the exlisting supply, maintenance, trang-
portation, personnel, and health procedures except that service sup-
port operations in support of thig SOP will be coordinated at the EOC
and will be oriented toward the various courses of action as determin-
ed by the commander. Service support representatives will be flexible
enough to respond to non-standard logistics needs such as special
diets, civilian type transportation, etc.

{Commanding)

OFFICIAL:

/s/

G3

Annexes: A--Negotiater/Negotiations
B--Brainstorming
C--Hostage defense measures
D--Selected bibliography
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1. GENERAL

This annex ouilines considerations for selection of a negotiator and
also depicts negotiating techniques,

2., NEGOTIATOR SELECTION

A negotiator should possess the following traits. These traits are list-
ed in order of importance.

a. Ability to think clearly under stress. Stress in this case ema-
nates from a life and death situation, not the stress of meeting sus-
pense dates on reports, etc.

b. Emotional maturity. Age should not be viewed asg the sole indica-
tor of emotional maturity. An emotionally mature person exhibits cobjec-
tivity rather than subjectivity on the job und in problem-solving,
Emotional maturity can best be determined by an interview with the pros-
pective negotiator and with his/her superiors., subordinates and co-
workers.

c. Good ligtener. A good listener is a person who ig more interested
in learning the speaker's views than elaborating on hls own. He does
not constantly change the subject but asks questions which wili clarify
the speakers point. A good listener is also sensitive to the speaker's
body language, changes in volice inflection, eye contact, etc.

d. Integrity/credibility. This trait refers to the integrity/credi-
bility perception of the hostage-tuker. This trait aluo infters the
negotiator's ability to appear genuinely interested. Intelligence ga-
thered on the hostage-taker will reveal how he/she perceives age, race,
nationality, religion, sex, etc. It should not be assumed that by match-
ing the age. race, etec. of the negotiator with the hoatage-taker that
the hostage-taker will automatically view the negotintor as credible.

In the planning stage, the negotiator should be gelected based on the

integrity he/she displays on the job. This type
be able to present a credible appearance to the
an actual hostage-situation,

e. Ability to persuade. This trait refers to
a logical discussion (not argument) to lead the

or person is llkely to
hoatage-taker during

the ability to present
listener to accept the

conclusion of the gspeaker. This trait presupposes the subject knowledge
of the speaker and his/her ability to organize the major pointis of the
subject and present them in an organized manner.

f. Verbal ability. This trait doeg not refer to a person with a
large vocabulary or eloquent speech, It does refer to the ablility to
speak to and comprehend the language of the hostage-taker. The poerson
possessing verbal ability understands the slarg or "street language”
of various subcultures and communicates in the style that ie most na-
tural to the hostage-taker without seeming to be condescending. The
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negotiator should understand such language but is not required to use it
especially if such use is "unnatural”.

g. Ability to avoid emotional involvement. A good indicator if a pros-
pective negotiator possesses this trait is his/her objectivity on the
job during stress altuations. .

h. General practical intelligence., This tralt is often referred to as
"peing street-wige”. It is built up by observing peopls in their natural

environment rather than in a clinical atmosphere. To possess this trait
a person must be interested in observing and interacting with people.

i, Ability to cope with uncertainty ard ambiguity. A person whose
daily duties expose him/her to vague sitvations wonld possess this trait
to a higher degree than a person who performs routine or repetitious
tasks. A person who seeks new duties and who does not always perform his/
her duties to the letter of the regulation may also possess this trait.

j. Commitment to the negotiation program. The pctential negotiator
must have confidence in the philosophy of negotiations in hostage-situa-
tions and must also have conridence in him/her self.

k. Other considerations.

(1) The negotiator should not be the commander or the persen who
makes the decisiongs. The negotiator is an intermediarv for the decision-
maker and shields him/her from emotional involvement in the situation
which then allows the decision-maker to make objective decisions.

(2) When selecting a negotiator, first priority should be given to
the following types of personnel:

(a} The MP who is particularly ckilled in defusing domestic dis-
turdbances,

(v) The CID agent who is adept at getting confessicns that stand
up in court, .

(c) The psychiatrist who is successful in treating mental patients,

(d) Th» officer who ccnducts especially thorough investigations.,
ie., Art 32, AR 15-6, etc. 2

(e) The person who is sought out for advice on personal problems
even though he/she may not be in the chain.of command or in a position
which is normally thought of as a personal problem solving position.

(3) Negotiator training. The negotiator should be trained in the
following areas:

(a) Psychological training. The negotiator should be familiar
with this SOP and the documents listed in the bibliographyv.

(b) Role playing/stress training. Hostage situations should be
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gimelated and the negotiator required to respond. A good "actor"” should
be selocted to play the hostage-taker to provide maximum realism. The
"houtage-taker” should avold storeotyping that pousition.

(¢) FPhyslical training,
(d) Unarmed solf-defenso.
(o) Marksmanship training.

3. NEGOTIATION .
There are as many negotinting technigques as thore are good negotiators,
The common threuad contiecting those strategliea is that they seek volun-
tary cooperation and therefore make use of human dyvnamics, The tollowing
discusgion synthesizes succoussnul techniques and can be used ag a guide
until the nogotiator develops his/Mor own oxportise through experience.

a. Preparation.’

(1) Be informed. Got as much accurate, up-to-date rellabdle evidence
as poasible, Important tacts, arguments, statistics and quotatiens should
be committed to memery so that they are "natural® when needed, Informn-
tion should not be used as a put-down. Hold inrormation In reserve and
usce only the fcts needed,

(2) Loarn as mnch as possiblo about your adveraary. Be familiar
with his nolghborhood, local lagsuews, btasic values, language style (use
of diction, c¢liches, homilies), sources of local pride and discentent,
influencen on his litfe and attitude, Scurcea of this information are
family, friends, neighbors, and aasociates.

(3) Rele play with another negotiator. Conduct a dress rehearsal of
the anticipated situntion. Use tape recorder or video tape if poasibloe.
Flay back and ceritique the perrormiunce, Switch roles and rehearse agnin.,

(4) Do a eritleal selt-appralsal., Analvze personal strengths and
weaknegages and diacusys any source of tear, anxiety, anticipated problens
with other negotiators.

(5) Be senaltive to the varied reasens underlylng the attitude in
quostion, Attitudus are formed and maintained bocause of needs for in-
formation, for soclial acceptance by other people, or for ego protection
from unacceptadle Impulses and ldeas. Information per se is the least
effective way of changing attitudes and behavior. The negotiator mus?
acknowledge that the individual is more than a rationnl information pro-
coasor, Somotimen he is frrational, incensictent, resgponaive to social
rewards, or primarily cencorned about how he appears to himself and to
othery.

b, Eatablishing contact.
(1) Pick the right time., Strive not to interrupt taking of menls,
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etc, Be sensitive to the hostage-takers mood and establish contact when
his anxiety level is down. When he is no longer yelling and using ob-
acene language is an indicator that his anxiety level is down.

(2) Mode of contact. Use a telephone if possitle. If not available,
uge 2 bull horn or public address set. These latter modes are less de-
girable because of the impersonal feeling they connote. Face-to-face con-
tact should not be entered into until rapport has developed between the
negotiator and the hostage-~taker.

(3) Strategy of identification. The negotiator should try to uncover
as many points of similarity as possible between him/her and the hostage-
taker. Similarities can include age, sex, race, ethnic features, dress,
hair, voice dialect, regionalisms, slang, jargon or group-membership
identifying phrases. Similarity breeds ramiliarity which breeds likinrg
and enhances credibility and greater acceptance of the message.

(4) Enhance credibility. The negotiator should present a non-tireat-
ening appearance. He should agree with him being careful not to make

‘any concessions. Minimize manipulative intent until credibility and

rapport have been built up.
c. Maintaining and directing the interpersonal relationship.

(1) Attentive listening. Listening to what the houtage-taker has to
say about anything of personal interest is absolutely necessary. This
not only "opens him up" for the dialogue, and helps in establishing his
primary values and beliefs and the organization of his thinking, but
eastablishes the negotiator as someone open to what others have to say.
1t engaged in face-to-face negotiations, maintain eye contact and stay
in as close physical proximity as possible. Although Americans usually
need 1% to Zg feet of body space which cannot be violated, violent per-
song need more room. Other cultures need more or less body space depend-
ing on the culture. Be alert to body language and changes in voice in-
flection, etc. .

(2) Individuate. The negotiator should make the hostage-taker feel
the negotiator is reacting to his individuality and uniqueness and not
reacting to a stereotyved conception of a criminal, mental case or terro-
rist. The hostage-taker should be referred tc by his name and title (if
appropriate) or Mister/Miss/Mrs. At some point in the negotiations the
negotiator should describe something personal or urnique about his/her
feelings, background, interests, etc. which he/she expects to be accept-
able. The negotiator should not destroy the individual relationship by
including him/herself or the hostage-taker into a stereotyped catesory.
For example, a comment that "most other soldiers feel as I do about this
matter” tends to replace the negotiators individuality with a stereo-
type of a soldier.

(Classirication)
A=l




o)

-

1,
(Clagaltication)
(ANNEX A (NEGOTIATOR/NEGOTIATION) to SOP-HOSTAGE SITUATIONS )
headqur tors
(37 Reinforcement, Reinforce spocific bdehaviors explicitly and im-
moediately, by nodding, saving “good®, "that's an interesting polint”, ete.

L]
Reinforce more general clagses of behavior by emiling or by making it
obvious that you enjov the interaction and by belng impressed with the
hostage-taker's opennhess, senaltivity, intelligence or artlculation,
The hostage-taker must percelve the negotinter ana a perason who really
cares adout the demands under discuussien at a personal level, not nerely
ag a part of a role, The reinforcement rate should increane over the
course of the negotiation. The negotintor must be ciarefirl not to initial-
ly overdo the reinforcement for ¢ the hostage-taker pervcelves he iua
oeing placated this technique will be counter-productive,

(%) Refine identigfication. Based on couversation, determine the
2tlues of the hostage-taker and show o Jdegree of respect tor his valuesn,
Ag with reinforcement thisg technique sheuld e applied with modigication
in order to bte believable.

(5) Crganize the approach. Plan the organization of the approach
well enough that it seems natural and unplanned and flexidle enough to
modiry if necessary. Do not mirround the dest points with tangential
slde peints or a lot or Jdetalla, Arguments thav come in the middle of n
presentation are least well rememdered. Draw cencluasiona oxplicitly.
Implicit conclusion drawing should be legt for only very Intelligent re-
ciplents, Repeat the main points in the nrgument and the major points
of agreement.,

(&) Tailor the approach. Do not put the houtage-taker on the defoen-
slve, If possible huve hinm regtute the negostiaters ldean and cencluasions
for himself in hig own worda, 1 he lu veory authoritarian in manner and
thinking, he will probadly le more inpresged by gtatus sourcea, Jdecialve-
ness and one-sided generalizations than by Inrovmation appenls, expert
testimoeny, unbiased presentations of both siden of the lousue. Any ap-
rroach must de responsive to the dominant persenallsy and soclnl charae-
teristics of the hostage-taker. .

(7) The team approach. Although one negotiator lag the primaey ne-
gotiator, the remalning negotintorua are neot pavaive in the negotianting
process. The remaining negotintors will ussist in developing patternn
of questions, analvze the entire situation, plan negotiating strategy,
comminicate with the command posts, monitor the primary negotiantor's
mood and take over the communivcationa tasks should the primary negotia-
tor fail to establish rapport, For thls last misalon it g lmportant
that the negotiators differ in some obvious characteriotic mich ag tem-
perament, age or seX. This maximizos the chances that one of the nego-
tiators will e similar to the hostage-taker and prenotes the sudtle
{dea that even when people diffor In ocutwird appearance, they can atlll
agrec on the important issue, which In this cnce ja the freedom of th
hostages,
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(8) Obtalning the release of the hostages. Sometime aftor rapport
has been bullt up, the negetintor will ask for the release of all the
hostages and the surrender of the hogtage-taker. lon't insist that the
hogtage=taker accept and briiove the argument tetore he miakes the de-
navioral commitoent. Get the behavioral commitment anywav, and attitide
change will follow, It may bte necessary to provide several levels of
behavioral alternntives for the porson. MNushing the most extreme in
likelv to get a greater level of compliance oven (¢ the extreme is re-
jested. Be clear what actions are requested or what has dbeen agreed upen
or concluded. Tndicate that others who appear prestigious to the houtage-
taker agree that he should release the hostages and surrendor, Whena it
{3 believed that the hostage-taker is about to declde to murrender, take
the following action., Indicate that the decision is his own;: it involves
free cholce and no pressure. This helpn insure that he will carrcy out
the declialon for he must generate his own juatification for hias Yehavier,
Afzer his declision, honestly and openly thank him in order 0 reintorce
his behavior. Next react to scomething about his person which is irrele-
vant to the main lssue such as hia good diction or taste in clothes,
esC,

(9) Machlavellian strategles. Machlavellian strategles imply decel?
and ralge moral and ethical questions, and should be used only as a lae
resort and only after thelr use has been speclidically authorized by the
commander, These girategles also have the added danger of deatroying any
hope of a negotiated gettlemont 1f the decelt o discovered by the hou-
tage-taker., Thev may also damage control force credidility in Niture
hostage cagea, For this reavcen the commander should be aware of theoe
strateglea o he can te alert to thelr unauthorized use by hiag negotia-
tors.,

() Extentuation, This technique relies on the undercatima
the zeriousness of the offense or the shitfting of the Ylame teo aneoth
person. Comments such as "hostage-taking iy 5o commen now that the judpe
will proradly put vou on protation” or "that hestage got juat what he,
she asked for” tend to put the hostage-taker into a ztate of emotiocnal
contusion, His sense of values tend to be disturded and his imagination
distorts hia perspective. During thls contusion it is posaidle to geot
concourions he would not have ordinarily made.

(3]

(L) Knowledge bdlurf. This technlque allows for the revealing of
a few known itema and pretending to kiow more. It also includes simply
lving to the hostage=taker., An example of thila technigue would bte tell-
ing him that the hoatage's relatives know exactly where in New Yorx cley
the hostage=tahel sent his wide and rfamily pricr te the incident, ov
indicate that the MP ahot by the hostage-takor did not die. The dangers
invelved in this technigue decome apparent if the hostiagre- cahar has
access to the news medin,
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(c) Mutt and Jeff. This technique calls for a persgon acting as
a member of the news media or soma special group outside ot the control
force to communicate with the hogtage-taker in a rathepr militant style
(Mutt). The negotiator (Jeff) then takes up the conversation and chag-
tizes Mutt for his stand, then talks to the hostage-taker in a moderate,
fatherly style. The danger in this strategy is that if iMutt is not cut
off by Jeff in time the hostage-taker miy be driven to violence.

(d) Bluff--on-a~-gplit-pair. This strategy needs two or more hos-
tage-takers. one of which may be in cuszody. It is esgentially telling
one hostage-taker what the other saild (true or false) when the other
was in private ccmmunication with the negotiator. This tends to create
disharmony between hostage-takers and may cause one of them to divulge
information he would not normally divulge.

(e) The stigmatized persuader. A person with a visitle stigma
(blind, crippled, etc.) elicits a mixed reaction, There is sympathy and
a tendency to want to help in some way, but also considerable tension
from gullt, revulsion and resentmen<t. The persen with the stigma gtates
the concesslions desired and indicates that if the hostage-taker does not
want to make the decision now then they could spend some time together
and talk it over, Embarrassed sympathy may make it difficult to termi-
nate the conversation brusguely. At the same time the hostage~taker is
uneasy conversing with or teing in the presence of the person with the
stigma, Thig may make him agree to the concession in order to terminate
the interaction quickly.

() The "overheard” communication. In this strategy the hostage-
taker is allowed to "overhear" a conversation ostensibly not intended
for him, It could come from a telephene "accidentally"™ left off the
hook or an "accidentally” keyed radio switch. It could be used to build
up the credibility of the negotiator, indicate the resolve of the cen-
trol force, indicate the extent and quality of press the incident is
getting, make the hostage~taker move -the location of the hostages, and
a myriad of other uses. It is not recommended that this technique be
used more than once or twice during negotiaticn since the hostage-taker
is likely to get suspicious as to his good luck in overhearing inferma-
tion not meant for him,
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1. GENERAL
This annex outlines the congiderations governing brainstorﬂing segsions
incident to hostage situations,

2. BRAINSTORMING

Brainstorming or "skull" sessions are a particularly good technique to
use in hostage situations where i1t is difficult to develop viatle
courses of action. It is bzsgically the pooiing of ideag from a diverse
audience. There are three ruleg that govern the conduct of braingtorming
sesslons. They are:

a, Criticism is forbidden. The atmosphere of a brainstorming session
must be free. All members must be able to contribute without fear of
criticism from the group leader or fellow participants., .

b. The scope of the session is limited only by the problem it is
called upon to solve., Participants are free to recommend soluticns not
only within thelr area of expertise but also within areas outside of
their experience. This may trigger an idea from the person who does have
experience in that area. "Wild" or "Far out" ideas are encouraged. They
can be modified at a later time.

c. Quantity not quality is solicited. Various ideas should not be dis-
cussed in detail at this segsion. The floor should ve kept open tor
other id2as after one has been proposed,

3. GROUF CCMPOSITION AND CONDUCT

The ideal composition of a brainstorming group would bte multidisciplire.
A unidiscipline group stirfles itself with its narrow experience base.

The ideas coming from such a group repregsent this narrow experience base.
The ideal size of the group iz a relative matter. In smaller groups phy-
gical freedom is maximized but psychological freedom is inhidited. In
larger groups the reverse is true. In larger groups there is a tendency
for certain individuals to become aggressive and dominate the discussicn
while others become passive., Fortunately the nature of a crisis situa-
tion tends to mitigate this effect. Research has indicated that a group
size of from twelve to fifteen works well in hogtage situations. The
group should meet two to four times a day in sessions from thirty min-
utes to one hLour., Intelligence should be channeled to group members
continuously so that they are prepared to react efficiently to the chang-
ing situation when the group meets. A secretary should record all ideas.
Tape recorders wculd prove useftl as long as the recording does not
inhibit individual particiration.

4, LEADERSHEIP RESPONSIBILITIES

The brainstorming group leader has two main responsibilities. They are
to clearly present the problem gstatement and to lead the session in
order to elicit the maximum participation. The problem fcr the group is
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to develop techniques to perrorm the mission (see paragraph i1.c. of

this SOP for the mission statement). The leader elicits maximum parti-
cipation by maintaining group discipline., keeping order, keeping it

on the subject and moving toward solving the problem. The leader should
not influence members to predetermined conclusions. He avoids direct
statements and is careful not to ask Leading questions. He uses questione
that encourage sound thinking.

5. EVALUATION

Arter the brainstorming session the various ideas must be evaluated.

The Emergency Operations Center (EOC) provides an excellent forum for
evaluation, No idea should be eliminated from consideration even though
it appears. on the face, to be unworkable or counterproductive. It's
possible potential must be evaluated. The idea must also be clarified
since an idea that on the surface may seem obvious may be clouded when
it is analyzed again. The person originally making the suggestion can
clarify it and also suggest its potentisl value. In the evaluation stage
overlapping and similar ideas should be consolidated. Often the result-
ing course of action is more viable than the original ideas. The criteria
govérning the evaluntion of ideas are:

a. Will the idea produce the desired effect?
b. Is the idea workable? Is it supportable?
c. Do the disadvantages inherent in the idea outweigh its utility?
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1. GENERAL

It an individual plana to tako hosztages he understands that hig bargain-
ing power Incroases with both the number of hoatages he holds and alszo
with tho prestige or tho hostages he holds. (In Amerlien baryaining power
ta alao increused by holding female hostagesa.) Sincoe holding large num-
bora of hostages las difficult and requires more than one hoatage-taker,
prestigious Individuala find themselves more and more targoty of houtaye-
takers. ldeally the procedurea outlined In this annex should be nppllied
to all individuala in the command, although that would prove fmpractieal,
Az minlmum theoge procedures gshould bo applied to high risk individuala,
1o, porzona who because of poaltien, notoriety or woalth present hostiage-

: takers with lucrative targetus.

C. PREVENTION REFORE THE ACT

Tho procoduron outlined in thia paragraph constituto a comprehenalve
security program for a high risk individual. These procedures must be
tallored by the uwor depending on couat, productivity and threat con-
atrainta,

a, Peraonal protoction.
(1) High risk individual,

(1) Keep a low profile, Publicity botn profeasatonal and aocinl
should be keopt to a minimum. This also applies to photegraphs and intor-
' mrtion regavding families, personal argalra, inceme, travel plans, and
clud membershipa,
(b) Avold routinea. Varv arrival and departure times and routos.
Uze routas through highly populated and woll lighted areas.

(¢) Recognition of murvelllance. Learm to rocognize alas indi-
cating Indlividual ia under survelillunce.

{(d) Travel arrangements. Individunl should alwavs noticy mmily
or organizatiocnal member of deuatination and oxpectod time of arrival.

(e¢) Code ayuatom. Simple code worda should boe developed for each
individual which will notify ramily or negotintor of actual situntion
or of danger. These should be words not normally used by the individual
but which could be usod In a normal conversation.

() Porsonal data. Peraonal data should be kKept in a safe place
and updated perlodically. Thiaz data should include color photograph::,
(Including ramily membors), ringerprinta, slanature aanples, voice tape:s,
and a dlographical data sheet. The blographical data sheet should in-
cludes

L. Complote name.
2. Addreasses ot all residences.

3. Foraonal telephone numbors,.
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L4, Complete physlcual degeription including scars and other
unusual ldentitylng characteristicas,

5. Location and account numbers of savings and checking ac-
countg, safe doposlt boxes and investments,

6., Name of local physiclan, dentist nnd optician,

7. Automeblles-llicense numbers, make, model, year, color and
ldentirication numbers,

8, Schools attended by children.

9, Names, addresses and tolephone numbers of family, relatives
and rrlends.

10, Credit card companies and card numbers.
11, Liat of doats, campera or recreational vehlcles.
2. Hobbles, clubs, activities.

(2) High risk individual's ramily.

(2) Keep the doors to childroen's rooms open so unusual noises
can bo heard.

(b) Make child's room unaccogsuble from the outslde of the hougse.
‘ (c) Don't leave children unattended.

(d) Instruct family and servants to keop the doora and windows
locked and not to admit strangers,

(e) Teach children how to call police and to do so ir they see
gtrangarg around the house.

(r) Arrange for code words known to children's teachers. Teachers
will verity parents call to release children from school by reguiring
caller to glve the code worda. Ctherwlse children will not be released
from school,

(g) Require schools to provide adult supervision in school play-
groundsa.

{h) Instruct children to travel in groups, use heavilv traveled
streats, avold isolated areas, refuse automodlie rildes and refuse to
accompany strangers on foot.

(1) Use city-approved recreational areas under adult supervisioen,

(j) Instruct children never to leave home without telling parents
where they are golng, who they are with and what time they oxpect to
return,

(k) Instruct children to immediately report anyone who molests
or annoys them to the nearest person of authority.
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(1) Family awareness. The family should be alert to suspiclous
activities or occurrences. Beware of ruses aimed at gaining admittance to
the home. Repairmen, salesmen, etc. should not be allowed admittance un-
less there is a prior arrangement initiated by the family or after a call
to the sending organization to verify the person's identity and physical
characteristics. Remember that the repairman, e€tc. could have been am=-
bushed on the way to make the call and a kidnapper, using his clothesg
and vehicle, could be replacing him. Also be aware of the "distressed
motorist" who wants to make a telephone call., Have the person remain out-
side and the family member make the call for him/her.

b. Office protection.
(1) The office should not be directly accessible to the public.
(2) The office should not be located on the ground floor.

(3) If office windows face public areas have them curtained and
reinforced.

(4) Access to the office should be monitored by a secretary or
guard in the immediate vicinity of the entrance.

(5) Ccnsideration should be given to having the door automatically
locked from within and having it remotely controlled.

(6) Draw attention away from the location and function of the office.

(7) Install a silent alarm on both the door and the desk of the high
risk individual.

(8) Install a pass and badge system. Picture and signature badges
for regular visitors and a log in badge procedure for casual visitors.

(9) Install a metal detector at entrance to office.

(10) Install key control prccedures. Insure office is not locked with
master key. Change locks periodically.

(11) Have a "saferoom" in the vicinity of the office. It should be
unidentified, have a sturdy door and lock and easily accessible from the
office. It should contain emergency, first aid and communication equip- 2
ment.

(12) All common areas such as maintenance closets should be kept
locked. All restrooms (except one for public use) should be kept locked.

(13) After hours, access should be strictly controlled. Rey offices
should be checked periodically after hours.

(1%) Remove name or position from parking areas and replace wit
numbers. Periodically change parking area assignments.

c. Home protection.
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(1) Install a means of viewing a caller from within on all doors.

(2) Install double dead-bolt locks on doors and supplement with
chain-bolt locks.,

(3) Install special locks on glass doors to prevent prying.

(4) Use shutters or smash resistent materials on windows.,

(5) Install) protective lighting to illuminate the area outside the
homea,

(6) Use electric timers to activate lighrs, radios and TV's when

_ the house is unoccupied.

(7) Consider the use of alarms-both the local type with a loud au-
dible signal and the silent type that ls wired into the police depart-
ment,

(8) Construct a safe room using the same prerequlsites as the safe
room at the office.

(9) Keep telephone numbers unlisted. When receliving a call do not
identify self until the identity of the caller is known.

(10) When traveling do not stop mail and newspapers. Have a person
pick up your newspapers and mall daily and use your ma'lbox to mail his
‘ letters. Mave him also move the car in the driveway daily, put out and
take in the garbage caus, etc.
d. Travel protection.

(1) General. Do not let travel plang become generally known. Chanse
routes, Jdeparture times, arrival times and days or travel. Do not allow
a routine pattern bYe agtadlished. Avold traveling alone-or at night.
Uite heavily traveled and lighted routes.

(2) Auto travel, )

(a) Keep doors lccked and windows up.
(b) When not in use keep auto in locked garage.
(c) Keep gns tank at least ¥ full and lock gas cap.

(d) Consider installation of auto intrusion alarm.

(e) Consider installation of two-way radio or telephone communi-
cations.

(1) Take formal instruction in offensive and defensive driving
techniques.

(3) Commercial air travel. In the United States commercial air
travel has become one of the most secure means of travel. This is be-
cause of the stringent ground security protective measures initiated to
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thwart skyjacking. Care should be exercised, however, when traveling on
carriers which use overseas airports. Not all countries have initiated
ground security to the same degree as the USA.

(4) Organizational aircraft travel,

(a) Remove distinctive organizational logos or markings from the:
aircraft, '

(b) Secure hangers. Consider installation of intrusion and tamper
alarm systens.

(¢c) Secure access ports. Consider installation of metal detectors.
(d) Institute preflight security inspectlion measures,

(e) Consider use of guards in high risk areas,

(f) Coordinate security measures at receiving alrport.

(g) Be security consclious going to and from the airport.

3. SURVIVAL DURING THE ACT

Virtimization studies have found that the victim often contributes to or
mitigates the physical and psychological harm done to them. The purpose
of this section is to outline the threat and techniques that can be

used by the hostage to mitigate the mental and physical harm that may
. otherwige befall him/her.

a. Threat. The threat to a hostage varies from case to case. The
threat to a female hostage who has little social differences with or con-
versational Qifficulty with a male c¢riminal type abductor faces a rela-
tively ninor threat. On the other hand the politician or military figure
abducted by terrorists who come from a different culture or subculture
and speak a different language, faces a far more serious threat. This
secticn addresses toth threats but is especially applicable to the latter
threat. ’

(1) Physical threat. By far the greatest threat to the hostage is
in the initial stages of a hostage situation. The hostage-takers are
anxiety laden and likely to overreact to relatively minor resistance »
from the hostages. The threat is also significant but not as high if/
when the control force assaults the hostage site. In this stage the hos-
tages are as likely to be killed or injured by the control force as they
are by the hostage-takers. In a hostage situation the threat diminishes
with the passage of time, assuming the control force and the hostage-~
takers are engaged in the negotiation process. Phvsical torture, even in
a terrorist incident, is unlikely. Terroricm is psychological warfare.
The greuatest threat in all hostage situations is the psychological threat.

{2) Psychological threat. The greatest fear a hostage will have
initially is the fear that he will be killed by the hostage-taker. Aas

(Classification)
C-5




(Classirication)

(ANNEX C (HOSTAGE CEFENSE MEASURES) to SOP-HOSTAGE SITUATIONS
: headquarters

the situation progresses through days this will be replaced dy the fear
he will be killed by the control force should they decide to assault.
This fear may cause the hostages to capitulate to every demand made by
the hostage-takers. This causes the hostage-taker to view the hostages
as less than human and reduces the chances that transference will take
place and increases the char.ces that the hostages will be injured. In
this case the hostages are viewed as "sniveling" cowards and are more
likely to be denied human rights., This also has long range effects as the
nostages normally lose self respect after they are released. This can be
devastating psychologically. Legs likely (in domestic hostage incidents)
are the threats of rape, homodexual assault, stripping and degrading,
denial of sanitary conditions cr equipment, deprivation, starvation, etc.
Indoctrination (brainwashing), however, is more common. Even in nenpoli-
tical situations the hostages are expoged to the philosophy of the hos-
tage-takers. The danger i1s that the hostages are at the mercy of their
captors. Not only their lives but their basic needs such as food, shelter
and clothing are dependent on the good will of their captors. Since the
hostages are essentially in the same position as a pet dog they are more
receptive to propaganda. It is not unusual for hostages to espcuse the
hostage-taker's rhetoric. This causes a conflict after release since the
hostages must again join the larger society which does not necessarily
agree with the points in question. It is not unusual for the hostages to
continue communications with the hostage-takers long after the incident.
In the extreme the hostage would join the hostage-takers. This is, how-
ever, the exception to the rule.

b. Hostage respcnse.

(1) Mental. The hostage must first deal with the threat of death.
He must remember that his life provides good insurance for the life of
the hostage-taker. Dragging the situation on also provides a lot of
media coverage for a terrorist or religious fanatic. This thought should
help mitigate the fear arising from repeated threats by the hostage-taker
that the hostages will be killed. It is important for the hostage to
develop, in pricrity, what things are more precious to him than life.
First he should list things (principles) he is willing to die for. Next
he should list conditions he will resist with his life because they are
30 repugnant and degrading that acceptance would reduce him to noti:ing
riore than an animal, lastly he should list those things he can endure
because they 4o not deeply interfere with his mental health or spiritual
standards. The hostage must be realistic in his priorities since one
must accept treatment in a crisis situation that would be unacceptable
in day-to-day living. Neither 1s it likely for a hostage to be subjected
to violations of principle or conditions so odious to warrant giving up
his life. Furthermore, it is alco impossible to completely negate the
trauma a hostage situation creates. The importance in developing such
priorities is that it assists in giving the hostage control ovar his
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destiny thereby reducing the hostage-taker's complete control of the
situation. It also engenders respect from the hostage-taker in that the
hostage is not reduced to the state of an animal but remains a civi-
lized human. The hogtage's greatest psychological enemy is himself if
he does not exercise self-digscipline. There is a strong tendency to
relax personal cleanliness standards and to give in to de:spair. The
hostage must guard against this pitfall by attempting to maintain con-
trol over his environment. Even the gimplest activities in a crisis
situation will assist the hvstage in viewing the situation rationally
and help him avoid the pitfall of identifying with his captors. Among
those activities are:

(a) The hostage must keep mentally alert. He must avoid fallinag
into a gtate of despair by constructive thinking. He can formulate and
refine escape plans, mentally design a home, plan his menth's budget,
formulate vacation plans, etc. He must also be alert for information
that con help him or the control force to end the situation successfully.
He should memorize every detail no matter hcw minor. Minor details often
provide the key clue in rinally ending the situation. He should use a
memory system -or simply repeat the information until it is comitted to
menory. Valuable information is numler, sex, race, nationality of the
hostage takers along with thelr motivation and clues as to what minimum
concess.ong will motivate them to surrender. Thic type of information
may be able to be transmitted to the control force using code words
should the hostage-takers allow the hostage to communicate with the out-
side world.

(b) The hos:age mugt eat everything he is given. Rejecting strange
or foul food does ncthing but weaken the hostage and reduces his ability
to psychologically wontroi his own situaticn. By using imagination the
hostage can turn a piece of stale bread into a gourmet meal.

(c) Rearrange surroundings. The simple act of moving a sleeping
cover asserts the hostage's control over his environment.

(d) Keep order. If denied tonilet privileges designate a part of
the surrcundings for this purpose. Similarly there should be an eating
area, a washing area, and a rest area. All these subdivisions may be A
within inches of each other. The purpose of this technique is not as ]
much to provide pleasant surroundings as it is to keep order in the hos-
tages own mind.

(e) Keep time. Be aware of day and night. Use tick marks on the
wall to keep track of days.

(f) Be aware of psychological traps. There is a natural tendency
to identify with the hostage-takers (transference). While it is desir=-
atle for the hostage-takerg to think the hostage identify with them it
is undesirable from both a tactical ard long range psychological view

(Clasgsificaticn)
c-7

e O N e - N Bdrbmmd ks smatind e N - s S e o
i ]
!
- o et .




(Classification)

(ANNEX C (HOSTAGE DEFENSE MEASURES) to SOP-HOSTACE SITUATICNS )
headquarters

for this actually to occur. In the short range any statements by the hos-
tages indicating they deeplv agree with the hostage-takers tends to
emotionalize the control force and makes rational and logical decision
making more difficult. In the long run the hostages will have to return
to the community from whence they came and will incur difficulties in
readjusting after the situation is over. This identification process

can be used to the hostage's advantage if he understands the dynamics
involved. Th» hogtage-takers too are subject to transference and are more
unlikely to harm the hostages after it builds up. The hostages should try
to speed up the trangference process by using the same techniques pre-
scribed for the hostage negotiator. In this way the hostages can avoid
being a part of the problem and can actually become part of the solution.
Above all else the hostages should avoid alienating his captors. Thig
statement should not be interpreted as implying total compliance with all
the hostage-takers demands and requests. It should be realired that the
hostage-takeor has been exposed to some degree of socialization and real-
izes the bounds of acceptable behavior,

(2) Escape. The general rule covering escape is that when in doubt
do not try to escape but cooperrate witn the hostage-takers. Although es-
cape of the hostages has successfully ended hostage situations, it is
relatively rare compared with the incidents ended by using negotiation.
Escape shculd be contemplated, if for no cther reason, than it vccupiles
the mind of the hostage, strengthens his selfesteem, and causes him to
be more observant. Opportunities for escape present themselves primarily
at two points in the situation. One is immediately after capture and
the other igs after transference has taken place and boredom has set in.

(a) Immediately after capture. Immediately after taking hostages
the hostage-takers are in a state of general confusion. This is true
even i1f the operation was meticulously planned. They are faced with
strange surroundings, strange people and are in an anxious state which is
the natural result of the act itself., The appcarance of contusion and
anxiety may not be readily apparent as the hostage-takers issue orders
and instructions, usually in a gruff and authoritative voice. It is at
this time when the hostages can ciapitalize on the general state of con-
fusion by jumping through a window, hiding in a stairwell, "saferoom”, A
etc, or simply running awvay. Some previous thought must have bteen given
to the escape plan at a particular location as the hostages too will be
in an anxious state and affected by the general state of confusion. The
best plan is the simple plan. Elaborate plans which are based on sequen-
tial events or split second timing have little chance for success.
NOTE: As covered previously, the greatest physical threat to the hostages
is also immediately after capture. The hostage should be guided by the
general rule covering escape attempts; that ig when in doubt do not
attempt to escape but cooperate with the hostage-takers.

(b) After transference and boredom have set in. As the situation
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drags on for hours, days and even weeks and the initial excltement has
turned into boredom, the hostage-takers tend to become lax., An excep-
tion to this rule is the psychopath who 1u likely to stay alert for
extended perieds of time. The hoitage should also be aware of the etffects
of drugs the hostage-takers are toking to keep themsgelves alert. This
laxness can range trom a guard being distracted by a radio broadcast to
all the hoatage-takers tlling ausleep while the alert hostages simply
walk away. The hostages can accelerate thls laxness by assuming a sub-
servient attitude prior to the e¢scape attuempt. The optimum escape time

ig in the early morning hours atter the jguard has been on duty for a
minimum of one hour. The actual escape attempt sheuld be planned so as to
avoid rather than contront the hostage-takerua, A diversion in the way

of a gas leak or shortcirculted electrical gystem may also prove helpful.
The hostages ghould feel reasonably sure of success since if the attempt
is unsucceustul the hostage-takers are likely to improve security mea-
sures and any transterence that hag beenn built up may b2 destroyed. The
key to the egcape plan is ingenulty, obgervation of the hostage-takers
and taking advantage ot thelr mistakeu.

3. LESSONS LEARNED AFTER THE ACT

As soon as medically feasible after the hoatages have been released and
before any press conference, the hootages should be individually de-
briefed. The debriefing should consiat of allowing the hostage to tell
the gtory in his own words. This sesslon should be audic or video re-
corded for playback to the Think Tank (brainstorming group). Each member
of the Think Tank will formulate questions while listening to each hos-
tage'a nurration of the gsituation. At a asecond sessicn each hostage will
respend to questions from the Think Tank. The Think Tank will deduce
legsons learned to be used for changing, updating or veriftying the plan.

4. PSYCHOLOCGICAL PROBLEMS AFTER THE ACT

Cepending on the scope of the hostage incldent tne hostages may suffer
from certain psychological dirficulties. These problems may be feelings
of loss of pride, loss of dignity, logs of control over their lives with
the resulting feeling of vunerability. Fhysical manifesta.ions of these
problems in the form of dlarrhea, nousea, headaches, sleeplessness, an-
xlety and fear of the dark may occur. In addition hostages who were
treated better than other hostages or hostiuges who were released prior
to other hostages may suffer feelings of gullt., The debriefing itself
will help to mitigate thesc psychologlcal problems as it allows the hos-
tages to ventilate their feelings. The hostages should be made aware of
the possibility of psychologlcal problems arising, be assured that it is
normal after a hostage incident and be instructed to seek ussistance if
the symptomsz appear. They should algo be made aware of the fact that the
worst thing they can do is keep their feeling to themself. They should
discuss their feelings with otheras, especially other hostages, The hos-
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tages can recelve professional help from psychiatrists, Organizational
Effectiveneuss officers and graduates of the Management Development
Course.
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